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Motivation: System Safety Analysis
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Motivation: Vehicular Safety Analysis
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Motivation: Vehicular Safety Analysis
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System engineering process - automotive
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Motivation: Safety Analysis Tooling
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Tool: Focus
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Tool: System Description
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Tool: Connection to analysis
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Tool: Fault Tree Analysis introduction
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Fault tree analysis

Top to bottom approach

Natural approach to work towards 
increasing detail

Scope can be chosen for proper level of 
abstraction

Automatable and extensible

Gives quick insight into the susceptibility to 
faults



Tool: Fault Tree Analysis

Fault Tree analysis options:

Cut-sets e.g.  TOP = (A&B)|(C&D)
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Independent structures

Probability of failure



Tool: Fault Tree Analysis

FT analysis options:

Cut-sets e.g.  TOP = (A&B)|(C&D)
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Tool: Next steps
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SUMMARY - Fault Tree Generation
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SUMMARY - Tooling overview
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Demo: content
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A short demo of the tool

Analysis of a simplified version of a CACC system



Non-Redundant CACC System Model
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Analyse FTA results
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Failure probability non-redundant system: 
0.11561
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Redundant CACC System Model
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After PLAATO analysis, the following elements were added to the system

Backup sensor for Sensor1 (Distance measurement)

Backup control function CE1 (CACC controller)

Backup battery

Additional elements have a failure rate equal to the existing elements



Redundant CACC System Model

5 June 201821 | Functional safety analysis of ADAS/AD systems

Distance 
Sensor 1

Distance 
Sensor 2

Sensor 
processing 
fusion module

Databus 1

Communication 
module

Radio 
signal

Antenna

Speed 
sensor

Databus 2
Sensor 
Readout

Data
bus

3

Data
bus

4

CACC
Controller

Data
bus

5

Actuator 
Controller

Powerline Actuator

Power 
Supply

Fuse box  
supply

12 to 5v 
converter

12 to 9v 
converter

Powerline Powerline

Powerline

Powerline

PowerlinePowerline
Backup
Supply

Backup 
(ACC) 
controller

supplies

system



System Analysis: Failure Probability 

Failure probability:  

Non-redundant system: 0.11561

Boolean expression 1:
n_3 | n_4 | n_5 | n_6 | n_7 | n_10 | n_11 | n_12 | n_13 |...

n_16 | n_17 | n_18 | n_19 | n_20 | n_21 | n_26 | n_27 |...

n_28 | n_32 | n_33 | n_34 | n_35 | n_36 | n_37
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Redundant system: 0.019715

Boolean expression 2: 
n_3 | n_4 | n_5 | n_9 | n_19 | n_20 | n_24 | n_36 | n_37 | n_38 | 
n_42 | n_43 | n_50 | n_10 & n_29 | n_13 & n_29 | n_14 & n_29 | 
n_15 & n_29 | n_16 & n_29 | n_25 & n_26 | n_27 & n_29 | n_28 
& n_29 | n_29 & n_51 | n_29 & n_52

Top Event 
failure 
probability

Top Event 
failure 
probability

Redundant 
elements



System Analysis: Importance measures

Risk reduction worth

non-redundant system redundant system
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System Analysis: Importance measures
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Birnbaum importance

non-redundant system redundant system
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Thank you for your attention!


