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Summary 

• Auto Motive – from connectivity in the small 

                    – to connectivity in the large 
 

 

• System of Systems Engineering 

 

 

• A new opportunity for age-old annoyances 

 

 

• A new responsibility for system engineers 

Disclaimer: These slides are designed to trigger 
discussion and do not necessarily express the 
opinion of the author or ASML. 
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Auto Motive 

 

 

AUTO = self 

 

 

MOTIVE = moving 
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Automotive is not Auto Motive 

• Cars do not drive themselves 
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Automotive can be automotive 

Cars do not 

drive themselves? 
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http://www.nytimes.com/imagepages/2010/10/10/science/10googleGrfxA.html?ref=science
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Connectivity in the small 

• Inside 

• LIDAR 

• Front and rear cameras 

• Position sensors 

• GPS 

• RADAR 

• Etc. etc. 

• Plus engine control computer, fuel sensors 

• Plus sensor signal processing IC 

 Plus…. 
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Connectivity in the large 

• Outside 

• Pedestrians 

•  Road marking 

•  Traffic lights 

•  Traffic control systems 

•  GPS satellites 

 plus… 
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Systems engineering 

• Optimize 1 system 

• For 1..n environments 

• To sell 1..n copies 
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System of Systems Engineering (SoSE) 

• SoSE goal: 

• optimize network of various interacting systems 

• Both legacy and new 

• brought together to satisfy multiple objectives 

• Including evolution of the SoS over time 
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Consider multiple ‘automotive’ cars 
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Model, say, The Netherlands as one big network 
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 This one just broke 
 down – 70 km traffic jam 
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 new reliablility issues emerge 
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 This one just broke 
 down – 70 km traffic jam 
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Unconnected! 
1916 electric vehicle 
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Driving in reverse 
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 System-of-systems must cope with legacy components 
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Driving in reverse 
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This one cheated…. 
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It hacked the emergency 
services system. 

Cars nearby were diverted 
to create a free road  
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 System-of-systems must cope with security issues 
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It hacked the emergency 
services system. 

Cars nearby were diverted 
to create a free road  
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So we must consider a complex environment 

which evolves over time 

• Reliability for an ensemble of N systems 

 with N > 1000000. 

 

• Protect privacy and prevent hacking 

 

 

• Address security issues that could affect a whole country 
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Final Summary 

• Auto Motive – from connectivity in the small 

                    – to connectivity in the large 
 

 

• System of Systems Engineering is a new discipline 
 

 

• A new opportunity for age-old annoyances like reliablility 
 

 

• A new responsibility for system engineers: 
integration of systems evolving over time 

 

Disclaimer: These slides are designed to trigger 
discussion and do not necessarily express the 
opinion of the author or ASML. 
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To trigger discussions – 4 statements 

 

1- small scale connectivity, 

  e.g. canBus,  

 reliability spec must have N cars in mind, not 1 
  reduced risk of traffic jams in The Netherlands 

 

 



Public Slide 28   | 

To trigger discussions – 4 statements 

 

1- small scale connectivity, 

  e.g. canBus,  

 reliability spec must have N cars in mind, not 1 
  reduced risk of traffic jams in The Netherlands 

 

2- mid scale connectivity, 

 e.g. communications chips, 
 must be such that hacking is prevented 

 

 



Public Slide 29   | 

To trigger discussions – 4 statements 

 

1- small scale connectivity, 

  e.g. canBus,  

 reliability spec must have N cars in mind, not 1 
  reduced risk of traffic jams in The Netherlands 

 

2- mid scale connectivity, 

 e.g. communications chips, 
 must be such that hacking is prevented 

  users must accept loss of privacy 

 

3- large scale connectivity 

 e.g. Tom Tom networks 
 must prevent hijacking of system functionality 

  engineers must consider new failure modes 

 



Public Slide 30   | 

To trigger discussions – 4 statements 

 

1- small scale connectivity, 

  e.g. canBus,  

 reliability spec must have N cars in mind, not 1 
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2- mid scale connectivity, 
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 e.g. Tom Tom networks 

 must prevent hijacking of system functionality 
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4- System-of-system integration must be coordinated 

 across all levels of connectivity 

 by a body with sufficient authority to enforce security, privacy and reliablility. 
 


