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Lights on

Example Lighting System Behavior
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1. There is no one in the room

2. One of the sensors in the room detects presence

3. As long as presence is detected

4. When presence is no longer detected for T seconds

Lights off



Topology of a simple building
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Intended lighting system behavior
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Observed lighting system behavior
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Topology of a multi-floor building
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Hard to verify & validate behavior:

• Unclear and incomplete behavior specification

• Humanly impossible to reason about correctness

• Difficult to observe exposed behavior
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IoT DSL

Scope

• Distributed control applications

• 1000’s of components

• Few component/behaviour types

Out of scope

• Network technology details

• Systems with many unique components/behaviours
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Static Validation:
Specification checking

while specifying

Dynamic Validation:
Requirement checking using

Simulation
Model checking 

What is it used for
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Unambiguous/formal specification

• Behaviour

• Topology

• Requirements

• Environment/Scenario

System Analysis

• Behaviour

• Performance

• Root Cause Analysis (Digital Twin)



IoT DSL: Modular system specification

04-06-2019 SASG11

Customizable 
domain

System 
description

(HOW)

System 
requirements

(WHAT)

System 
environment



Example: Event DSL
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Events SimpleBuilding
Types

// Occupancy event (0 = Vacant, 1 = Occupied)
EventType Occupancy (Integer isOccupied range [ 0, 1 ])

// Light level signal (0-100%)
EventType LightLevel (Integer level range [ 0, 100 ])



Example: Structure DSL
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Structures SimpleBuilding
Types

StructureType Building contains Floor
StructureType Floor contains Room
StructureType Room



Example: Topology DSL
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Topology SimpleBuilding.Building SimpleBuilding
{

Perimeter ( (0, 0) - (600,0) - (600,400) - (0,400) )
Sensors
Actuators
Structures

Topology SimpleBuilding.Floor Floor1 {
Perimeter ( (0,0) - (600,0) - (600,400) - (0,400) )
Sensors
Actuators
Structures

Topology SimpleBuilding.Room Office1 {
Perimeter ( (0,0) - (400,0) - (400,200) - (0,200) )
Sensors

Sensor s3001 Type SimpleBuilding.OccupancyDetected Coordinates (70,70) 
Sensor s3002 Type SimpleBuilding.OccupancyDetected Coordinates (270,70) 

Actuators
Actuator a1001 Type SimpleBuilding.SetOutputLevel Coordinates (100,100)
Actuator a1002 Type SimpleBuilding.SetOutputLevel Coordinates (300,100)

Structures
}
Topology SimpleBuilding.Room Office2 {

Perimeter ( (400,0) - (600,0) - (600,200) - (400,200) )
Sensors

Sensor s3003 Type SimpleBuilding.OccupancyDetected Coordinates (470,70) 
Actuators

Actuator a1003 Type SimpleBuilding.SetOutputLevel Coordinates (500,100)
Structures

}
Topology SimpleBuilding.Room Corridor {



Example: Behavior DSL
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Transitions
Transition // Off2On

Source Off
Trigger Input OfficeSensors SimpleBuilding.OccupancyDetected( isOccupied ) 
Condition isOccupied = 1
Destination On
Updates
Resets
Events

Output OfficeLuminaires SimpleBuilding.SetOutputLevel( LevelOn )

Transition // On2Hold
Source On
Trigger Input OfficeSensors SimpleBuilding.OccupancyDetected( isOccupied )
Condition isOccupied = 0
Destination Hold
Updates
Resets OfficeSensorsOccupancyTimer
Events

Transition // Hold2On
Source Hold
Trigger Input OfficeSensors SimpleBuilding.OccupancyDetected( isOccupied )
Condition isOccupied = 1
Destination On
Updates
Resets
Events

Transition // Hold2Off
…



ControlSystem SimpleBuilding
Topology SimpleBuilding

Controllers
Controller ctrlOffice1
Behavior Office
Parameters

Controller ctrlOffice2
Behavior Office
Parameters

Controller ctrlCorridor
Behavior Office
Parameters

Network
Edge SimpleBuilding.OccupancyDetected: SimpleBuilding.Floor1.Office1.s3001 -> ctrlOffice1 Office.OfficeSensors
Edge SimpleBuilding.OccupancyDetected: SimpleBuilding.Floor1.Office1.s3002 -> ctrlOffice1 Office.OfficeSensors
Edge SimpleBuilding.SetOutputLevel: ctrlOffice1 Office.OfficeLuminaires -> SimpleBuilding.Floor1.Office1.a1001
Edge SimpleBuilding.SetOutputLevel: ctrlOffice1 Office.OfficeLuminaires -> SimpleBuilding.Floor1.Office1.a1002

Edge SimpleBuilding.OccupancyDetected: SimpleBuilding.Floor1.Office2.s3003 -> ctrlOffice2 Office.OfficeSensors
Edge SimpleBuilding.SetOutputLevel: ctrlOffice2 Office.OfficeLuminaires -> SimpleBuilding.Floor1.Office2.a1003
…

Example: Control DSL
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Example: Scenario DSL
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Scenario SimpleBuilding
Topology SimpleBuilding
Sensor SimpleBuilding.Floor1.Office1.s3001

Time 10 seconds SimpleBuilding.OccupancyDetected( 1 )
Time 1000 seconds SimpleBuilding.OccupancyDetected( 0 )

Sensor SimpleBuilding.Floor1.Corridor.s3004
Time 600 seconds SimpleBuilding.OccupancyDetected( 1 )
Time 800 seconds SimpleBuilding.OccupancyDetected( 0 )



Example: Experiment DSL
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Experiment SimpleBuilding
System SimpleBuilding
Scenario SimpleBuilding



actuator reference

SASG19 04-06-2019

ge
n

er
at

e

actuator

sensor sensor

se
n

so
r

ac
tu

at
o

r

re
fe

re
n

ce

Physical IoT
System

Virtual
Prototype

Digital Twin Applications

Data Collection 
& 

Pre-processing

IoT DSL
Modelling

System
Specification

Validation
adapt

adapt adapt

System
Architects

System
Modellers

Domain
Experts

analyze / optimize



Outline

04-06-2019 SASG21

Challenge

Digital twin method

Use-case

Conclusions



OpenAIS Smart Lighting Case
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Witte Dame building
• Landmark historical building

• Former lighting factory

Smart lighting system

• Complete 5th floor

• 367 light points

• More than 1,300 devices

• 12 behavior types
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OpenAIS lighting system specification
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IoT DSL modelling
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Errors revealed using static and dynamic validation
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Wrong device 
position

Duplicate device 
names

Wrong group
assignment

Wrong behavior
assignment



Root Cause Analysis for Smart Lighting
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Digital twin

Physical system

Comparator

System monitor

Rule-based 
diagnostics

Collect Detect Analyze Resolve



Anomaly detection
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Diagnostics: Rule 1
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1 Correctness of 
digital twin behavior

Is a sensor in the group reporting 
occupancy?

2 3 Is the digital twin 
behaving 
correctly?



Diagnostics: Rule 2
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2 Group problem Do other light points in the same 
group behave identically?

4 5 Is it an individual 
or group 
problem?



Diagnostics: Rule 3
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4 Commissioning error Have all behaviors of group 2002 been 
commissioned?

5 Commissioning 
error
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Conclusions
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Method applicable to a broad range of distributed IoT systems

• Many components

• Few behaviors

IoT DSL model used as the core of the virtual system

Aspects to transform virtual prototype into digital twin

Method succesfully applied to a real-life use-case
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